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Abstract-This paper focuses on drone forensic which is
an emerging field. The crimes related to drone are
increasing day by day because the demand of drone is
increasing in almost every field. So it is very important
to focus on digital evidences of drone, how to extract
data from it & analyze that what kind of artifacts
present in different models of drone. This work includes
the analysis of collected data to find out that which kinds
of data are found in different models of drone & also
revealing the encrypted data inside them by the use of
different forensic tools & softwares.
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INTRODUCTION
Nowadays, we are very familiar with UAV (Unmanned
Aerial Vehicles) which is frequently known as drone
because it is utilized for various purposes such as
communication, wildlife monitoring, emergency rescue,

photography, disaster response, geographic mapping
protection, border control surveillance, military etc [10, 12,
13, 14].

But it comes to highlight when we are talking about
involvement of drones in crime commission which is a
serious problem in this era & need to concern about it. The
crime cases related with drones increased because it is easily
accessible & cost-effective also. The low price of drones
will make all type of users to purchase it, especially
criminals for their illegal motive. With the help of drone,
people are involved in dangerous crimes which results in
threat to life, property, mind & even to the national safety &
security.

Page 13

Kapil Shukla

TRA of School of Forensic Sciences,
National Forensic Sciences University
Gandhinagar, Gujarat, India

There is need to realize the importance of drone forensic
because this field is not so familiar for law enforcement
agencies & digital forensic investigator as compared to
other fields. Whenever a case comes in front of a court, it is
very crucial to detect & find the evidences from UAV which
is suspected to used for illegitimate purpose. The seized
UAV device can reveal rich sources of uncompromised
digital data which can be used as an evidence in civil as well
as criminal cases. Proper identification, extraction,
acquisition, preservation & analysis of important artifacts
from SD card, remote controller & mobile which are used to
operate the drone by the application of forensic tools &
techniques. The involvement of forensic in analysis of drone
evidences provides a lot of information which is helpful to
apprehend the suspects [15, 16].

RELATED WORK

The field of drone forensics comes to highlight because
drones are using in crime commission such as smuggling,
privacy breach, spying, terrorism etc. In 2011, a staff of
Moscow prison seized with 700 gm. of heroin dropped by
drone .In 2016, prison of oklahoam discovered drones
dropping drugs, mobile phones, blades of hacksaw & other
items. In 2015, an incident happened in White House Lawn
in which a drone crashed, may be used by terrorist to
capture the photos by the use of drone camera [5].

The crime commission by drone is increasing day by day, so
the involvement of forensics in analysis of drone is
necessary by following the investigative procedure. An
investigator should have knowledge about the hardware &
firmware of UAV devices, have skills to detect any kind of
alterations. The proper collection of volatile data, non-
volatile data, data from removable media evidences. Always
use a write blocker at the time of collecting data to avoid
modification & addition of data in digital evidence.
Maintain the integrity of data by creating the hash value of
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data which shows that the data found in the UAV digital
device is not altered or modified. It is necessary to perform
investigation process on working copy of original evidence.
Analyze the data by the use of software tools. After the
analysis & result, a report should be prepared to present the
case details, evidences, its examination & result in court. It
should be simple & understandable for judges & jury
members in court [3].

The crucial data of drone can be extracted from mobile
phone, SD card of drone, remote controller. A mobile phone
is also used to operate drone by the help of apps such as DJI
GO app, free flight 3 app etc. These digital evidences
provides a lot of data such as flight records in dat, txt, pud
format, media files (photos, videos), serial number of
remote controller, location, height, battery voltage, landing
sequence, hardware & software events of UAV etc. [1, 2, 4,
5, 6, 11].

Different software tools are used to analyze data such as
FTK imager, autopsy, EXIF tool kit, Csv view software,
winhex editor, DJI viewer, DatCon. Autopsy is used to
explore flight record data within the directory & it helps to
decode the encrypted flight data. It also extracts photos,
videos, media files. EXIF Tool kit is used to read the EXIF
header of the image. Csv view is a software which converts
the DAT & TXT files into CSV (comma-separated values).
DJI log viewer & DatCon are also used to open the DAT &
TXT files to analyze the flight data & converts them into
readable .csv file [1, 2, 4, 5, 9, 17].

METHODOLOGY

This work included the collection & analysis of drone
datasets with the aim of finding that which kinds of data are
found in different models of drone to compare them. It is
also aimed at revealing the hidden data by the use of tools.

The datasets of drone collected form NIST (National
Institute of Standards & Technology). The information of
NIST drone datasets got from the website — NIST Builds
Drone Forensic Datasets for Law Enforcement of DSIAC
(Defence System Information Analysis Center). This
website provided in detail that where to look for datasets &
how to get it. This website also mentioned that the NIST
included forensic images of 14 popular makes & models of

drone in its CFReDS (Computer Forensic Reference
Datasets) for law enforcement agencies to extract
information.

The NIST CFReDS website provided the datasets of
different makes & models of drone. In this website, there
were a lot of datasets provided other than drone datasets.
There was an URL link in the page of drone dataset through
which the datasets were downloaded. After that the datasets
were started downloading & automatically saved in drive
[7.8].

In the drive of drone forensic dataset, there were dataset of
30 drone models in separate folders. There were datasets of
2-3 drone devices in each folder of a drone model. The
folder of each drone device contained data of year 2017 &
2018. There were data of SD card of camera & aircraft,
backups of iOS & android mobile phones, remote controller,
zip files of flight logs, image files.
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ANALYSIS & RESULT
After the completion of data collection, the analysis of
collected data started. The analysis part covered the
examination of important artifacts, what kinds of data are
present & where to look for these kinds of data. Two models
of drone — DJI Phantom 4 & Yuneec Typhoon were chosen
from 30 different models of drone because they both are
widely used models of drone.
A. DJI Phantom 4
The folder of DJI Phantom 4 contained datasets of 3 drone
devices (df0004_DJI_Phantom_4,
df0005_DJI_Phantom_4, df0006_DJI_Phantom_4, ) from
which any one device was chosen for analysis. The device
df0005_DJI_Phantom_4 contained datasets of two years —
2017 & 2018. The folder of 2017 dataset contained the
data of SD card, iOS & android mobile, image files. The
folder of 2018 contained the data of iOS mobile, flight logs
& image files. Downloaded all the datasets which were
found & saved them in computer.
The downloaded datasets were examined & analyzed
properly to find out the different kinds of data & where
they are present. There were image files, zip files of i0OS &
android mobile. The zip file of android mobile is
represented in figure 1la, 1b & 1c. The zip file of iOS
mobile is represented in figure 2.

"L or
Dl — iy

Fig. 1a - The structure of android zip file
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Fig. 1b — The structure of dji.go.v4 of android zip file
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Fig. 1c — The structure of dji.pilot of android zip file

mobile 10

S backup

DFO0S fli | § DF0OS fli | § DFO0S se | § DF0OS fli | § DFOOS se
ght zip | | ehtmdS | | tupzp | ehtshal | | tupmds

Fig. 2 — The structure of iOS mobile zip file

B. Yuneec Typhoon Q500 4k

The folder of Yuneec Typhoon Q500 4k contained datasets
of 3 drone devices
(df028_Yuneec_Typhoon_Q500_4K,df029_Yuneec_Typho
on_4K,df030_Yuneec_Typhoon_4K) from which any one
device was chosen for analysis. The device
df028_Yuneec_Typhoon_Q500_4K contained datasets of
two years — 2017 & 2018. The folder of 2017 dataset
contained data of controller micro SD card, camera SD card,
image files. The folder of 2018 contained the data of
controller SD card, camera SD card, controller logical file,
image files. Downloaded all the datasets which were found
& saved them in computer.

The downloaded datasets were examined & analyzed
properly to find out the different kinds of data & where they
are present. There were image files, zip file of controller
micro SD card which contained only one EO1 file, zip file of
controller logical. The zip file of controller logical is
represented in figure 3a, 3b, 3c.
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Fig. 3a - The structure of controller logical zip file

I~E=

Fig. 3b - The structure of update.zip of controller logical
zip file
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Fig. 3c - The structure of system of controller logical zip
file

The data found from different models of drone were
compared & it is shown in table 1.

Table 1 — Comparison of DJI Phantom 4 data & Yuneec
Typhoon data

Data retrieved from DJI | Data  retrieved from

Phantom 4

Yuneec Typhoon

The data retrieved from
mobile phones.

The data retrieved from
controller of drone.

In this, the mobile phones
provided all information
that was present in SD card
of drone as well as in
mobile devices.

In  this, only remote
controller provides data
because there was no

mobile data found.

It contained flight records in
DAT & TXT files.

It contained flight records
in MS excel CSV files.

It had all flight records in
encrypted form.
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It had flight records in plain
text as well as in encrypted
form.

RETRIEVAL OF HIDDEN DATA
It is very important to recover the hidden data because they
can reveal a lot of facts. Here, it was mainly focused on
GPS coordinates which were hidden in DAT files of flight
records to get the flight details followed by drone. Autopsy
& FTK imager tools both were used to retrieve the hidden
GPS coordinates.
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At the time of process, the DAT file was not able to save in
the computer, so copied the written material in notepad &
saved it as fLY019. Then uploaded the fly019 file in both
the tools one by one.

A. Autopsy

The fly019 file was uploaded in autopsy after filling the
necessary details & adding the data source. It showed the
hidden GPS coordinates which were encrypted in DAT file
successfully. The results are represented in screenshot 1& 2.
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Screenshot 1

Save Table as CsV
Name 5 C Q Modified Time Change Time Access Time Created
Rowor G b | e
< >
Hex Text Application File Metadata 05 Account
Data Artifacts Analysis Results Context Annotations Other Occurrences
Result: 1 of 1 Result GPS Track
Type Value Source(s)
Mame FLYOD3.DAT DAT File Ext | &
List of Track |pointList DAT File Ext
Points 1 ractor

TSK_GEOQ_VELOCITY = 0.010427394
TSK_DISTANCE_FROM_HOMEPOINT = 0,10529584126760675
TSK_DISTANCE _TRAVELED = 0.18997888750056397
TSK_DATETIME = 2017-06-30 02:35:02 [ST
TSK_GEQ_LATITUDE = 39.961197958045189
TSK_GEQ_LONGITUDE = -106,21651358059246
TSK_GEO_ALTITUDE = 2482.008

TSK_GEO_VELOCITY = 0.6544062
TSK_DISTANCE_FROM_HOMEPOINT = 0.18708387857247052
TSK_DISTANCE TRAVELED = 0.3378014329108416
TSK_DATETIME = 2017-06-30 02:35:03 IST
TSK_GEQ_LATITUDE = 39.961198310477414

€ >

Screenshot 2
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1. Plotting of GPS coordinates on Google Earth
Pro

There were total 612 GPS coordinates recovered from DAT
file by the use of autopsy. Plotted the GPS coordinates to
get the path which was followed by drone through the use of
google earth pro. The GPS coordinates were very close
when they were plotted in Google earth pro app. So instead
of plotting the near coordinates, plotted the far GPS
coordinates to better understand the path which was
followed by drone.

Selected the GPS coordinates in the range of 100, 200, 300,
400, 500, 600 & plotted them on the google earth pro. The
GPS coordinates with their placemark are represented in
table 2.

Table 2 — GPS Coordinates with their Placemark

S.No. Placemark GPS
Coordinate

1. Green 39°57'40.31"N
2. Yellow 39°57'40.19"N
3. Red 39°57'35.31"N
4, Blue 39°57'40.31"N
5. Pink 39°57'40.25"N
6. Purple 39°57'40.25"N

O140:31N
; 5740'31_39"57'40.31"1%1; 9514025
3951402535 ST0HON

106134

/

39013030 N

Screenshot 3
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Screenshot 4

B. FTK Imager

The fly019 file was uploaded in FTK Imager after filling the
necessary details, adding the evidence item & source path. It
showed the data in hex values but it was not able to recover
the encrypted data inside the DAT file. The results are

represented in screenshot 5 & 6.
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Screenshot 6

CONCLUSION

The field of drone forensic is still emerging. The work in
this paper provides the detailed knowledge of data present in
DJI Phantom 4 & Yuneec Typhoon which shows little
difference in their artifacts. The tools which were used to
analyze the data especially hidden data, detect by only one
tool (Autopsy) & other tool (FTK imager) was not able to
detect the hidden data. So it is necessary to focus & explore
the reason behind that why FTK Imager was not able to
detect the encrypted data. There should be more tools
required to detect these kinds of important artifacts because
it is very necessary to uncover the real truth in criminal
cases.
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